
1 
 

MEMORANDUM 

 

 

From: Alosha Moore; Professor Jeffrey D. Jackson 

 

To: Georgi Burjanadze 

 

Date: May 2, 2016 

 

Re: The Constitutionality of Counterintelligence Activities relating to Electronic Surveillance 

 

 

QUESTION  PRESENTED 

Would the Georgian Articles of the Law on Counterintelligence Activities, based on 

which it is possible to implement secret video and audio recording and other electronic 

surveillance based on the written consent  of only one participating party, and without an 

impartial judge’s permission, be unconstitutional under the Fourth Amendment and federal 

statutes protecting private citizens from electronic surveillance? 

INTRODUCTION 

This Analysis will: 

(1) Illustrate how the Fourth Amendment has been applied to electronic surveillance in 

the U.S.; 

(2) Discuss how FISA applies to domestic electronic surveillance; and 

(3) Explain how FISA and the Fourth Amendment intersect and balance individual 

privacy interest with the government interest.   

The short answer is that such surveillance would be constitutional under the Fourth Amendment 

and also legal under Federal statutes relating to counter-terrorism.  The Fourth Amendment has 

not been interpreted to prevent recordings with consent of one of the parties, especially where 
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national security is concerned.  Further, such surveillance is explicitly permitted under the 

Foreign Intelligence Surveillance Act.  

. 

ANALYSIS 

 In looking at this issue, it is necessary to consider 1) the requirements of the Fourth 

Amendment; 2) the requirements of the Foreign Intelligence Surveillance Act; and finally, how 

they intersect regarding electronic surveillance with the consent of only one of the parties. 

 

I. Fourth Amendment Law Regarding Electronic Surveillance 

 The Fourth Amendment to the United States Constitution states that:  “The right of the 

people to be secure in their persons, houses, papers, and effects, against unreasonable searches 

and seizures, shall not be violated, and no warrants shall issue, but upon probable cause, 

supported by oath or affirmation, and particularly describing the place to be searched, and the 

persons or things to be seized.”  U.S. Const. amend. IV.  The Fourth Amendment outlines the 

right to privacy for citizens and the requirements enabling government to conduct search and 

seizures.  However, counter intelligence is adjudicated by the Foreign Intelligence Surveillance 

Court, (FISC); consisting of twelve federal Circuit Court judges appointed by the Supreme Court 

under Article Three authority.  The FISC is mandated by the Foreign Intelligence Surveillance 

Act of 1978 (FISA), 50 U.S.C. § 1801, et seq., and operates in a secluded room in the Justice 

department, isolated from public scrutiny. The FISC is responsible for authorizing government 

agents with search warrants, subsequent to satisfying probable cause requirements, enabling the 

targeting of foreign agents or potential foreign agents. 
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While FISA was initially introduced specifically to focus on national security against 

foreign agents, its effects have been significantly much closer to home.  Due to far-reaching 

technological advances, particularly electronic communication capabilities, and an exceedingly 

vague definition of and requirement of international terrorism, FISA enables surveillance upon 

domestic privet citizens with tenuous international connections.   

 The Supreme Court has established that the right to privacy as set forth in the Fourth 

Amendment Applies to electronic surveillance and shall not be violated without adherence to 

judicial processes.  The first case to shape modern law on electronic surveillance was Katz v. 

United States, 389 U.S. 347 (1967), where the Court held that the government's activities in 

electronically listening to and recording defendant's words spoken into telephone receiver in 

public telephone booth violated the privacy upon which defendant justifiably relied while using 

the telephone booth and thus constituted a ‘search and seizure’ within the Fourth Amendment. 

The fact that the electronic device employed to achieve that end did not happen to penetrate the 

wall of the booth had no constitutional significance. 389 U.S. at 352-53.  The Court further held 

that such search and seizure, without prior judicial sanction and attendant safeguards, did not 

comply with constitutional standards. 

 In reaching this decision, the Court set out the basic requirements of the Fourth 

Amendment.  First, the Court established that The Fourth Amendment protects “people not 

places.”  Id. at 351.  Further, the Fourth Amendment “governs not only the seizure of tangible 

items, but extends as well to the recording of oral statements overheard without any ‘technical 

trespass.’”  Id. at 353. “What a person knowingly exposes to the public, even in his own home or 

office, is not a subject of Fourth Amendment protection . . . But what he seeks to preserve as 

private, even in an area accessible to the public, may be constitutionally protected.”  Id. at 351. 
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Only under sufficiently “precise and discriminate circumstances” may a federal court 

empower government agents to employ a concealed electronic device.  See Osborn v. United 

States, 385 U.S. 323, 329-30 (1966).  The Constitution requires ‘that the deliberate, impartial 

judgment of a judicial officer . . . be interposed between the citizen and the police.  Wong Sun v. 

United States, 371 U.S. 471, 481-82 (1963).  Further, “the very nature of electronic surveillance 

precludes its use pursuant to the suspect's consent.”  Katz, 389 U.S. at 358. 

 However, while the Fourth Amendment, specifically protects domestic citizens from 

government search and seizures prior to obtaining a warrant through an objective judge; and 

while Katz established that electronic surveillance was subject to Fourth Amendment mandates 

as is tangible evidence that is seized, some specific exceptions have been established through 

case law.  Most importantly for our purposes, no warrant is required where a participating party 

consents. 

 In United States v. White, 401 U.S. 745 (1971), the Court held that there was no violation 

of the Fourth Amendment where a radio transmitter was concealed on the person of an informant 

with the knowledge of the informant, and where conversations between the informant and 

defendant at various locations, including the defendant's home, were overheard when the 

frequency of the transmitter was monitored, without warrant, by government agents, who 

testified as to the conversations at defendant's trial.  That Court stated that however strongly a 

defendant may trust an apparent colleague, his expectations in this respect are not protected by 

the Fourth Amendment when it turns out that the colleague is a government agent regularly 

communicating with the authorities.  401 U.S. at 749.  The Fourth Amendment “affords no 

protection to wrongdoer's misplaced belief that a person to whom he voluntarily confides his 

wrongdoing will not reveal it’” and no warrant required in such circumstances.  Id. 
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 Here, the defendant was charged with narcotic violations after several unlawful 

transactions with a government agent, who related conversations with defendant through electric 

transmitter.  The fact that the defendant voluntarily, even if unknowingly interacted with a 

government agent, meant that he had no expectation of privacy from that individual and that 

evidence was admissible in court.  The court reasoned that where the defendant volunteers the 

information, the Fourth Amendment is not violated through eavesdropping or conniving.  Id. 

 

II. FISA Law relating to Electronic Surveillance 

 The Fourth Amendment does not clearly address how to specifically deal with potential 

foreign agents in matters of national security.  In a concurring opinion for Katz, Justice Douglas 

wrote that national security might be an exception stating, that where national security was 

concerned, warrants were holey unnecessary and impractical as the magistrate in that particular 

case would be the executive branch and the attorney general, and that in cases of treason they 

would be unable to maintain neutral impartiality, as their accountabilities included national 

security. 

 Here, Georgia seems to have a provision similar to the Fourth Amendment protecting 

citizen’s privacy.  Georgia seems to be dealing with this struggle with conflicts of interests, 

where clearly differentiating between citizen and potential terrorist becomes difficult and the 

national security wins over individual rights.   

 FISC was formed as a power balance on the executive branch. In United States v. United 

States Dist. Court for Eastern Dist. of Mich., 407 U.S. 297, 317-19 (1972), the Court held that 

the Omnibus Crime Control and Safe Streets Act does not constitute a grant of power to the 

President with respect to national security surveillances, and that electronic surveillance in 



6 
 

domestic security matters requires an appropriate prior warrant procedure.  Here, during the 

pending trial of three defendants for conspiracy to destroy government property in Ann Arbor, 

Michigan, in violation of 18 U.S.C. § 371 (1964), the question at hand was, “Where the Attorney 

General determines that certain wiretaps are ‘necessary to protect the nation from attempts of 

domestic organizations to attack and subvert the existing structure of the government,’ does his 

authorization render such wiretaps lawful without judicial review?”  The Court stated that “[w]e 

cannot accept the Government's argument that internal security matters are too subtle and 

complex for judicial evaluation.”  Id. at 320.  It went on to say that the power granted to the 

executive branch should not be limited or expanded past the plain constitutional meaning and 

that the First and Fourth Amendments checked this power and protected private domestic 

citizens from warrantless searches.  Id. at 316. 

In this case, the Court seemed to resent being told that the balance between government 

interest and individual privacy was too nuanced for judicial review.  The lack of checks on 

executive power was further exposed by the congressional investigations subsequent to the 

Watergate scandal, in which warrantless wiretapping was rampant solely upon domestic citizens.    

Although courts have established the necessity of warrants for search and seizures, FISA 

has enabled the Attorney General with an exception for national security: stating that this 

evidence would not be gathered solely for domestic criminal cases.  See 50 U.S.C. § 1802 

(allowing exceptions to the warrant requirement for some electronic surveillance without court 

order). The most prevalent issue with FISA is the lack of opportunity for pure due process and 

adjudication do to a greater then customary lack of public disclosure by FISC.  The lack of 

publicly available facts and court procedures, render determining how FISC and other courts 

apply the “transcend national boundaries” standard in modern cases difficult.  Unfortunately the 
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available resources seem to present the courts implementing a lax interpretation of the 

international nexus requirement in FISA.   

 

III.  The Intersection of FISA law and the Fourth Amendment 

 In United States v. Missick, 875 F.2d 1294 (7th Cir. 1989), The Seventh Circuit Court of 

Appeals held that warrantless tape recordings made with the consent of one party did not violate 

the Foreign Intelligence Surveillance Act.  The court stated that “[t]he tape recordings made by 

the government pursuant to [the consent of one of the parties] do not fall within any of the four 

definitions of “electronic surveillance” that would require a warrant from the FISC. Id. at 1299.  

The court noted that “[t]he first, third and fourth of the definitions in 50 U.S.C. § 1801(f) refer to 

surveillance methods which would require a warrant for law enforcement purposes. Obviously a 

warrant would not be required in this case since a party to the conversations gave his consent to 

their recording.”  Id. The court held that the only other definition, the second, was “also 

inapplicable since it covers the situation where the surveillance is performed without the consent 

of any party thereto.”  Id.  Further, the court noted that “[t]he government's conduct is explicitly 

permitted under 18 U.S.C. § 2511(2) (c) which provides: “It shall not be unlawful under this 

chapter for a person acting under color of law to intercept a wire, oral, or electronic 

communication, where such person is a party to the communication or one of the parties to the 

communication has given prior consent to such interpretation.”  Id. at 1300.  

 Missick clearly illustrates the congruence between the Fourth Amendment and FISA.  

The FISA requirements provide some exceptions for foreign intelligence gathering in situations 

where the Fourth Amendment would normally require a warrant.  However, where the Fourth 

Amendment would not require a warrant, and especially where the consent of one of the parties 
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is obtained, the fact that the situation involves foreign intelligence does not subject it to the 

requirements of FISA. See James G. Carr, Patricia L. Bellia & Evan A. Cruetz, The Law of 

Electronic Surveillance § 9:12 (2016) (noting that “some types of surveillance [such as consent 

surveillance] are simply outside FISA’s definition of ‘electronic surveillance’ and FISA 

therefore does not restrict them”). 

  

CONCLUSION 

 Although the Georgia statute might seem counter-intuitive at first glance to U. S. law, it 

in fact seems to differ minimally.  Though privacy is established for domestic citizens under the 

Fourth Amendment, and shall not be violated without judicial processes, there are specific 

exceptions to the Fourth Amendment warrant requirement, including the consent of one of the 

parties.  The fact that national security interests might be involved does not change the calculus.  

Thus, under both the Fourth Amendment and the requirements of the Foreign Intelligence 

Services Act, it is permissible for the government to perform warrantless electronic surveillance 

with the consent of only one of the parties to the conversation. 


